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Abstract

Prior work has found call path profiles to be useful for op-
timizers and programmer-productivity tools. Unfortunately,
previous approaches for collecting path profiles are expen-
sive: they need to either execute additional instructions (to
track calls and returns) or they need to walk the stack. The
state-of-the-art techniques for call path profiling slow down
the program by 7% (for C programs) and 20% (for Java pro-
grams). This paper describes an innovative technique that
collects minimal information from the running program and
later (offline) infers the full call paths from this information.

The key insight behind our approach is that readily avail-
able information during program execution—the height of
the call stack and the identity of the current executing
function—are good indicators of calling context. We call
this pair a context identifier. Because more than one call
path may have the same context identifier, we show how
to disambiguate context identifiers by changing the sizes
of function activation records. This disambiguation has no
overhead in terms of executed instructions.

We evaluate our approach on the SPEC CPU 2006 C++
and C benchmarks. We show that collecting context identi-
fiers slows down programs by 0.17% (geometric mean). We
can map these context identifiers to the correct unique call
path 80% of the time for C++ programs and 95% of the time
for C programs.

Categories and Subject Descriptors B.8.2 [Performance
and Reliability]: Performance Analysis and Design Aids

General Terms Measurement, Performance

Keywords Profiling, Call Path, Calling Context, Calling
Context Tree, Stack
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1. Introduction

Static program analyses have long been the fundamental
building blocks of optimizing compilers and tools for pro-
grammer productivity, testing, and performance analysis.
However, language features such as dynamic dispatch, com-
bined with the growing complexity of programs, can cripple
static analyses. For example, if a program slice [24] based on
static analysis contains most of the program then it is proba-
bly not useful. For this reason, researchers and practitioners
are turning more and more to dynamic analyses, which are
burdened not by all paths and events that could happen but
only by those that occur in practice. This paper demonstrates
a nearly-zero overhead technique for an important dynamic
analysis: collecting call paths and calling contexts. We call
our approach Inferred Call Path Profiling, or ICPP for short.

Call path profiles capture the nested sequence of calls en-
countered at run-time; thus they are useful for determining
which sequences of calls consume the most program exe-
cution time and for identifying opportunities for aggressive
inlining [14, 3] and code specialization [22]. Calling-context
profiles are similar to call path profiles except that they pro-
duce an abstract value representing each sequence of calls
rather than the calling sequence itself. This value is not guar-
anteed to be unique, but it may be probabilistically so [7].
Calling-context profiles are also useful, e.g., for identifying
when a program is executing a call path that it has not exe-
cuted before, which may indicate an anomaly [11].

Unfortunately, prior approaches for call path profiling
are active in that they either require program instrumenta-
tion [13, 15, 125, [19, 16, [7] or need to walk the call stack [8,
12, [15] to collect data. Because active profiling requires
significant computation during program execution, it may
slow down or perturb the program significantly. For exam-
ple, Zhuang et al’s adaptive technique [25] slows down Java
programs by an average of approximately 20% and Froyd
et al’s approach [12] slows down C programs by an aver-
age of 7%. If we are collecting additional information at the
same time (e.g., data from hardware-performance monitors)
this slow-down may unacceptably perturb that information.
This paper describes a passive scheme for call path profiling
which slows down C and C++ programs by an average of
0.17% (geometric mean) and at most 2.1%.



The key insight behind our approach is that knowing the
height of the call stack (in bytes) and the currently execut-
ing function uniquely identifies a context most of the time.
We call the (stack height, current executing function) pair
the context identifier since it (usually) identifies a particular
context. We show how we can modify the sizes of the activa-
tion records so that the context identifier now uniquely iden-
tifies a particular context 88% of the time (mean across both
C and C++ benchmarks). Finally, we show how to combine
the context-identifier with call graph or profile information
(from a prior run) to infer the call paths that each context-
identifier stands for. Our approach is “passive” since it does
not require any additional instructions e.g., to keep track of
the context or to traverse the call stack.

We evaluated our approach on C++ and C benchmarks
from the SPEC2006 benchmark suites and using two usage
scenarios: offline and online. In the offline scenario we know
the inputs of the program in advance so we can do profiling
runs in advance of the actual run; these profiling runs help to
produce the mapping from context identifiers to call paths.
In the online scenario, we do not know the inputs in advance.

We show that our approach uniquely identifies the call
path from the context identifier 88% of the time using the
offline usage scenario and 74% of the time using the online
usage scenario. Moreover, if we are willing to tolerate some
ambiguity (i.e., a context identifier possibly maps to more
than one call path), our results are even better: for 5-precise
(i.e., we map a context identifier to up to five paths, one
of which is the correct path) our scheme is correct 98% of
the time for the offline scenario and 93% of the time for
the online scenario. We show that the run-time cost of our
approach is negligible (geometric mean of 0.17% across all
benchmarks).

2. Motivation

The first line-of-attack when attempting to understand the
performance of a program is to measure the end-to-end
statistics about the program. For example, we may use
UNIX’s time command to determine how long the pro-
gram runs for and what fraction of the time it spends in
system versus user tasks. These measurements are cheap
and easy to do; however, they provide only a coarse-grained
view into the program’s performance.

The second line-of-attack is to use tools that measure time
spent in each function. If we use sampling (instead of instru-
mentation) we can do this quite cheaply also: we can use the
hardware to trigger interrupts at regular intervals and record
the currently executing function at each interrupt. If we sam-
ple for a long-enough period, the time spent inside a function
will be proportional to the number of samples for that func-
tion. Many standard tools, such as UNIX utilities pfmon,
gprof, and the Sun Hot spot Java VM use this approach
to cheaply collect data. While these measurements are only
slightly more expensive than the end-to-end statistics, they
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Figure 1. The stack when A calls B calls C and when A calls
C directly. The stack pointer in C is different when called via
call path A-B-C than when called via call path A-C.

are much richer. However, they do not provide any context
for a performance analyst to interpret the data. For example,
they tell the analyst that function £ consumes much of the
program’s execution time but £ may have many callers; the
analyst does not know which call path is primarily responsi-
ble for the time spent in f.

This paper shows how we can significantly enrich the
above information with negligible cost. Specifically, it shows
how we can collect not just the time spent in each function
but also the time spent in each call path using effectively the
same data collection mechanisms as the tools above.

3. High-level approach

Prior approaches to keeping or capturing calling context all
do so explicitly—they use instrumentation to gather this in-
formation at runtime. For instance, Bond and McKinley pro-
pose a technique that explicitly computes calling context by
adding instrumentation to each function callsite [7]. In con-
trast, we show that explicitly computing context at runtime
is not necessary—instead we can use readily available infor-
mation that is a by-product of a program’s computation as
context. Our technique relies on the fact that calling context
is implicit in the height of the call stack.

In C and C++, functions store their local variables on the
stack, a downward-growing region of contiguous memory
that serves as a scratch-pad for data whose lifetime lasts
no longer than that of the function invocation. In x86_64,
the address of the “top” of the stack (often referred as the
stack pointer, or SP) is stored in a register dedicated to
this use. On every function invocation, the stack pointer
is decremented to make room for the callee’s activation
record, which stores parameters, local variables, and other
temporary items. When the function returns, it increments
the stack back to what it had been before it was called.

For example, if, as in Figure[l function A calls function
B which then calls C (we will abbreviate this call path as
A-B-C), the stack will consist of the activation record for A,
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Figure 2. Unaltered C and C++ binaries from the
SPEC2006 benchmark suite. The combination of the stack
height and the currently executing function uniquely identi-
fies a call path 68% of the time.

followed by that for B, followed by that for C. If A later calls
C directly, the stack will contain only the activation records
for A and C: the stack pointer will be different if C is called
via A-B-C than if it is called via A-C.

ICPP relies on the hypothesis that the pair—stack height
and the identity of the currently executing function—provide
a good indicator of a program’s calling context. Figure
tests this hypothesis using unaltered binaries from the SPEC
2006 C and C++ benchmark suite. There is one bar for each
benchmark. The height of a bar gives the fraction of call
paths (encountered during a program run) uniquely identi-
fied by the stack height and currently executing function.
On average, the CID uniquely identifies 68% of call paths.
Given this observation, a profile tool can record the stack
pointer (SP) and the program counter (PC) in a large num-
ber of cases and identify the calling context, rather than add
expensive instrumentation or walk the runtime call stack.

The approach we distill in this paper, ICPP, has four steps:

1 produce a mapping from CIDs to call paths
2 adjust the binary to disambiguate that mapping
3 capture the calling context at runtime

4 process the recorded context identifiers to produce call
paths

There are a variety of ways to perform each of these tasks; a
client can mix and match different implementations to fit its
need for speed and to match its tolerance for ambiguity, time
dilation, and other perturbations.

In the following sections we outline several possible im-
plementations of each of the four components of ICPP, de-
scribe scenarios under which combinations of these imple-
mentations would be useful, and identify situations in which
CID is not a good indicator of the calling context and give
insight into what we can do about it.

4. Step 1: Constructing a path map

In order to use context identifiers as a proxy for call paths,
we must be able to map a (SP, PC) pair to the call path(s)
that lead to it. We have explored constructing this map both
statically — analyzing the the program binary and source
code — and dynamically, by running an instrumented binary.

4.1 Statically constructed path maps

We can statically construct a path map by (1) analyzing
the binary to determine how function calls, prologues, and
epilogues affect the stack height, (2) constructing a static call
graph connecting functions by the caller-callee relationship,
and (3) traversing the call graph to generate a list of possible
paths and their stack heights.

1. Binary analysis. It is relatively straight-forward to an-
alyze a binary to determine how the program changes
the stack height: adjustments to the stack are generally
limited to call sites, function prologues and function
epilogues. However, if a program allocates a dynami-
cally determined amount of storage on the stack, via the
alloca call or GCC’s variable-length automatic arrays,
a static analysis may be unable to determine the affect on
the stack.

2. Constructing the static call graph. Constructing a com-
plete call graph from a binary is possible, but alias analy-
sis (for determining the targets of function pointers) is
less precise at the binary level than with source code
[1Q]. Instead, we used the CIL [17] framework to per-
form pointer analysis on C source code to determine the
targets of function pointers. We did not construct static
call graphs for C++, but we could have used Class Hier-
archy Analysis [9] analogously to resolve virtual function
calls.

3. Traversing the call graph. Given a complete call graph,
we can traverse it to generate a conservative set of pos-
sible call paths. Unfortunately, using this approach the
number of possible call paths grows exponentially with
the maximum length of a call path.

If we look up call paths lazily (that is, construct the
call paths given a stack height and target function), we
can work our way backwards from the target to main,
pruning based on call height and shortest paths, although
this is still expensive for long call paths. To support this
technique without added ambiguity, the CID construc-
tion must be invertible. Our CID is invertible, since it
uses only addition, but Bond and McKinley’s hash-based
Probabilistic Calling Context relies on modular arith-
metic, so it is not.

In summary, given enough time and space, this static ap-
proach can map any CID, even those that may not be exe-
cuted. However, this technique cannot be applied if any func-
tion’s activation record size cannot be determined statically.



4.2 Dynamically constructed path maps

Dynamically constructing path maps allows us to restrict
ourselves to only those paths actually executed. This ap-
proach requires offline training run(s) that record paths ob-
served at run time along with their context identifiers. We use
this information to map context identifiers from later mea-
surement runs to their call paths.

We have used icc’s —finstrument-functions
feature, which inserts hooks on each function entrance and
exit, to add instrumentation that constructs path maps for C
and C++ programs. We use these hooks to build a Calling
Context Tree [2] and record the stack height for every call
path observed in the running program.

Because function exit hooks are not called when func-
tions are exited via 1 ong jmp, we use a technique described
by Froyd et al. [12] that intercepts calls to 1ongjmp and
uses the stack pointer to determine where in the CCT exe-
cution will continue. This technique corrects for set jmp /
longjmp when they are used for exception handling (as in
the SPEC 2006 perlbench benchmark), but does not work
when these calls are used to implement a coroutine-based
threading system, as in the SPEC 2006 omnetpp benchmark.
We could solve this problem (and support multi-threading in
general) by keeping a separate CCT per thread, but since
the rest of the SPEC 2006 benchmarks are single-threaded
we’ve chosen not to address it. As it stands this is a current
limitation of our approach

Dynamically constructing path maps is efficient because
we include in the map only call paths that are actually ex-
ecuted. However, if we conduct separate training and mea-
surement runs to reduce time dilation and other perturba-
tions of the system, we must make sure that the training run
covers all the paths executed during the measurement run;
otherwise ICPP will report incorrect results.

4.3 Summary

We applied the static approach to generating path maps to the
SPEC 2006 C benchmarks and found that while it worked
on the smaller benchmarks, our first implementation was
too slow on perlbench and gcc. For example, the perlbench
static call graph consisted of 1,835 nodes and 39,890 edges.
A traversal targeting a hot function and stack height found
7326 possible paths and took about 50 minutes. Although
it is possible that additional program analysis would allow
us to prune enough paths to make this approach feasible,
we have instead opted to explore determining path maps
dynamically. We present results of the dynamic approach in-
depth in Section[9]

In summary, statically generating path maps is conserva-
tive but computationally expensive and imprecise. Dynami-
cally generating path maps is feasible but may also be im-
precise. In Section[5]we discuss increasing precision by dis-
ambiguating call paths.
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Figure 3. Increasing the size of E’s activation record disam-
biguates B-A-D and B-E-D.

5. Step 2: Binary disambiguation

The mapping from context identifiers to call paths obtained
in Section {4/ may not be one-to-one: it is possible that there
are several distinct call paths with the same height ending
in the same function. In some cases, this ambiguity may be
acceptable (e.g. when displaying a hot path to the user, a tool
might report two possible hot paths instead) while in others
a more precise result may be needed (e.g. when helping a
language runtime determine which destructors to call when
an exception is thrown).

We now describe several techniques for reducing/elimi-
nating this ambiguity.

5.1 Activation Record Resizing

Given a call path F}-...-F,, (where F; are functions on the
call path), the height of the stack for the call path is:

n

Z activation_record_size(F;)
i=1

By changing the size of an activation record for a function
F; (essentially adding space for unused local variables), we
effectively change the stack height for all call paths that
include F;. We use this mechanism to disambiguate the CID
to call path mapping.

Figure [3| shows two ambiguous call paths, B-A-D and
B-E-D. Each node is annotated with size of its activation
record. With Active Record Resizing (ARR), we can disam-
biguate these paths by increasing E’s activation record size.

Changing a function’s activation record size on x86_64
usually does not require adding any extra instructions: if
the program is compiled with a frame pointer (a common
occurrence in production code as removing the frame pointer
limits debugging) we can simply modify the the immediate
operand of the instruction that makes room for the function’s
local variables on the stack. This modification will, however,
change the runtime memory usage of the function.

If a function is lacking a frame pointer we may (depend-
ing upon the compiler) need to insert a superfluous sub in-



struction in order to affect the size of the activation record.
For this reason we always compile our benchmarks with the
frame pointer enabled.

This method changes heights on a per function basis,
so changing the function’s height to disambiguate one call
path may cause another path containing that function to
become ambiguous. We present an an algorithm to apply
ARR globally in Section[5.1.1]

5.1.1 Random search for disambiguation

In this section we describe our search based implementa-
tion of ARR disambiguation. We assume that a prior instru-
mented run of the binary has produced a set of call paths and
their associated stack depths. Disambiguating a set of call
paths is a non-trivial global optimization problem. With that
in mind, our search process is functional—one could take
a more principled approach and add heuristics that take ad-
vantage of certain aspects of the search space for a particular
problem domain, however we have found a random search to
work well for our disambiguation (see Section[9]for results).

We repeat the following until a large number of CIDs map
to a single call path.

1 We randomly choose two call paths that map to a single
CID. To be concrete, we find two call paths that (i) end in
the same function and (ii) have the same stack depth.

2 We create a list of those functions that differ between the
two call paths.

3 We then disambiguate these two call paths by altering the
sizes of the activation records of the functions in the list
from step (2). In order to speed up the search process and
accomplish more disambiguation, with each iteration of
this loop, we change the first function in the list’s acti-
vation record by 16 bytes—and check whether this dis-
ambiguates the call path. If it does not, then we alter the
second function in the list’s activation record by 32 bytes
(the third by 48, and so on), always checking if any of
these changes disambiguate the two call paths and halt-
ing our disambiguation process whenever we find the two
paths have been disambiguated. This approach aggres-
sively disambiguates call paths at the expense of runtime
stack utilization. Section[9.1.2]discusses this further.

We always increase the size of the stack by a multiple of
16 because on x86_64 the value of (SP - 8) must be 16-
byte aligned when control is transferred to a function en-
try point. Future architectures (e.g. the new Intel Core i7)
may not have this requirement.

4 If this change increased the total number of CIDs that map
to a single call path, we accept the change and go to step
1. Otherwise we undo the change and go back to step 1.

If after a large number of iterations without forward
progress (i.e. any change to disambiguate call paths ac-
tually decreases the total number of CIDs that map to a
single call path), we will accept the change even though
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Figure 4. Wrapping the call to B in A disambiguates B-A-
D and A-B-D by increasing the stack height along the A-B
edge while leaving the B-A edge alone.

it is globally not an optimal choice. This is necessary so
as to keep our search from getting stuck in local optima.
We used 100 for this parameter.

We repeated these sets of steps until either (i) the total
number of CIDs that map to a unique call path was > 97%
or (ii) we made no forward progress after 2000 iterations of
the loop.

5.2 Callsite Wrapping

Callsite Wrapping is a disambiguation technique that changes
a call path’s stack height by surrounding a callsite with
decrements and increments to the stack pointer (or equiv-
alently replaces the call at that site with a call to a wrapper
function that adds its own activation record to the stack and
then calls the original function).

Consider the two call paths in Figure[d, B-A-D and A-B-
D. Because these paths contain exactly the same functions,
they will have the same height. ARR is unable to disam-
biguate these paths: no matter how we resize the activation
records of A, B, and D, the sizes of the activation records in
these two paths will always add up to identical heights. With
Callsite Wrapping, however, we can change the height of the
A-B edge while leaving the B-A edge alone.

Callsite Wrapping is more flexible than ARR because it
eliminates ambiguity by changing the stack height on a per
callsite, rather than a per function basis. It also allows us
to handle the ambiguity that arises when one function calls
another twice: we could wrap one callsite and leave the other
alone. But since Callsite Wrapping adds instructions (and
possibly new functions), it is likely to be more invasive than
ARR.

5.3 Function Cloning

Function Cloning replaces a call to a function with a call to

a copy of that function that contains added disambiguation.
Consider the paths A-B-A-A-D and A-A-B-A-D in Fig-

ure 5| We cannot use Callsite Wrapping (or ARR) to dis-
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Figure 5. Replacing the call to A in A with a call to a clone,
A, that wraps B will disambiguate A-B-A-A-D and A-A-B-
A-D.

ambiguate these two call paths because both contain exactly
the same edges; no matter which callsites we wrap, the total
height of these call paths at D will always be the same. If we
create a clone of function A, A’, that wraps its call to B in
order to change the stack height, we then have A-A’-B-A-D
and A-B-A-A’-D. The stack height added by A’ calling B is
different than that added by A calling B, so these paths now
have different heights.

This method of disambiguation requires adding new
functions, and requires devirtualization [1] of function point-
ers and dynamic dispatch, so we consider it to be more inva-
sive than Callsite Wrapping.

5.4 Selective Edge Instrumentation

Edge instrumentation inserts instructions to keep a record of
when one function is called by another. Selectively adding
instrumention along ambiguous paths to keep track of the
exact path a program took along the way is a general tech-
nique that would allow ICPP to differentiate between any am-
biguous call paths at the cost of a large perturbation in the
behavior of the program.

5.5 Summary

We have presented four techniques for disambiguating call
paths: (i) Active Record Resizing, which can be used to dis-
tinguish call paths of the same height but with different func-
tions, (ii) Callsite Wrapping, which distinguishes call paths
with the same functions but different edges between them,
(iii) Function Cloning, which can differentiate between call
paths with the same functions and edges but in different or-

ders, and (iv) Selective Edge Instrumentation, which is ca-
pable of distinguishing arbitrary call paths, but is expensive.

Bond and McKinley argue that the function for calculat-
ing the next context identifier, given a call site and the cur-
rent identifier, should be commutative, so that it is easy to
distinguish between, e.g, call paths B-A-D and A-B-D. We
believe that in the general case, the price of commutativity
is too high. Our results (cf. Section[9.2) show that, for C and
C++ programs, addition of the activation record size to the
stack pointer (a commutative operation) is good enough to
distinguish, on average, 85% of paths in C++ programs and
94% of paths in C programs. Clients with a need for greater
precision can apply Callsite Wrapping and Function Cloning
to disambiguate further.

In this paper we have chosen to focus on using Activation
Record Resizing in order to demonstrate that ICPP can be
precise even without any instrumentation support. The other
disambiguation techniques may also be beneficial, depend-
ing on the client of the call path profiling.

6. Step 3: Capturing calling context at
runtime

In order to use ICPP, a tool must capture the stack pointer
and the program counter at runtime. It might do so via added
instrumentation, by sampling triggered by timer, or with
hardware performance monitors.

6.1 Sampling with instrumentation

If the client is interested in knowing the context when certain
software events occur (such as when a particular API is
called, or when a certain error occurs), instrumentation to
capture the CID could be added immediately before or after
the point of interest. This instrumentation might cause some
slowdown, but it would be less than either walking the stack
or collecting edge profiles.

6.2 Sampling by timer

If the client is interested in observing the call paths exe-
cuted over period of time, it can use timer-driven statisti-
cal sampling to collect this CIDs periodically. The sampling
code could be internal, delivered via signals, as is the case
with gprof, or in a separate program, like shark[8§], that
pauses the targeted program periodically and inspects its
state. In either case, the sampler must be able to determine
the SP and the PC of the targeted program immediately be-
fore the timer was called. Since this sampling involves in-
terrupting the running program, it might cause a large slow-
down.

6.3 Sampling by hardware performance monitor

Modern processors, such as Intel’s Core Duo, have hardware
performance monitors with the ability to record the state of
registers whenever certain interesting events (such as cache
misses) occur. ICPP is ideal for use in this case because the



Parameter Core 2 at 2.4GHz
Operating System || Linux 2.6.25

Tool Chain icc 10.1

Measurement papi-3.5.1 / pfmon-3.4
memory 4G

Table 1. Description of our experimental setup.

only information it requires to capture the calling context is
the state of two registers: SP and PC. This sampling method
is minimally invasive because it does not pause the running
program.

6.4 Summary

Clients of ICPP are able to choose among several different
ways of capturing calling context depending on the events
for which they require context. Sampling with instrumenta-
tion or a timer causes a slowdown and may interfere with
other measurements, but affords another opportunity to re-
duce ambiguity; the sampler instrumentation can look up the
CID in the pathmap. If the CID is ambiguous, the instrumen-
tation can walk the stack just enough to disambiguate. In
this paper, however, we have chosen to use a hardware per-
formance monitor, instead of instrumentation, to sample the
CID, so we do not walk the stack.

7. Step 4: Producing call paths

Given a context identifier, ICPP must then generally produce
a call path (or set of call paths) for a client’s consumption.

In previous sections, we have discussed eagerly building
a full pathmap, matching CIDs to call paths, and then query-
ing this map. However, another approach is to construct this
mapping lazily. That is, we only attempt to discover the paths
corresponding to a CID when we are sure that the client
will have use for that information. This approach is partic-
ularly useful when constructing call paths from a call graph
(whether static or dynamic) because doing so is expensive.

ICPP also has a choice in how to deal with ambiguous
CIDs. Depending on the needs of the client, it could report
all of the possible paths, it could limit itself to the top n
paths according to some heuristic (such as frequency of
execution), or it could report that it was unable to determine
the exact path. In some cases, it may not even be necessary
to produce the set of call paths — it might be enough to be
able to to compare one context identifier with another.

The exact strategy ICPP uses to report the call paths will
depend heavily on how the paths will be used.

8. Experimental Methodology

We now describe the platform we ran our experiments on,
the benchmarks used in our study, and finally our methodol-
ogy for generating results.

[ Suite | Benchmark [[ # Train Paths [ # Ref Paths

namd 207 207
dealll 207317 225313
C++ soplex 7681 7804
povray 41495 43425
astar 547 547
perlbench 82441 125312
bzip2 210 108
mcf 49 50
milc 304 304
C hmmer 92 275
sjeng 16812 18647
libquantum 336 336
h264ref 815 3278
Ibm 17 16
sphinx3 685 703

Table 2. The number of unique call paths for the train and
ref inputs.

8.1 Infrastructure

We conducted our experiments on an Intel Core 2 worksta-
tion (Table[T). We used Intel’s i cc compiler at optimization
level “-O2 -fno-omit-frame-pointer -finstrument-functions”
(see Section[3.1]for a discussion as to why we keep the frame
pointer). Some of our experiments require us to capture the
CID of a running program. To accomplish this we made
slight modifications to the pfmon UNIX tool so as to cap-
ture both the PC and SP registers when we sample with the
precise event based sampling (PEBS) mechanism[20]. PEBS
allows precise attribution of a certain limited set of hard-
ware events to instructions (e.g. which instruction caused the
1000th L1 data cache miss). With ICPP we can map this in-
struction directly to the current runtime call path, and thus
attribute hardware events to calling context.

In our experiments we sample every one million cycles.
In order to interrupt on cycles, we use the PEBS enabled
event instructions_retired in conjunction with the
mask and inv parameters of the hardware performance
monitor. Specifically, we set mask to 8 and inv to 1. This
has the effect of counting cycles in which 8 or less instruc-
tions retire per cycle. An Intel Core 2 microprocessor must
retire anywhere from 0-8 instructions per cycle, so the PEBS
counter with these parameters is effectively counting cycles.

8.2 Benchmarks

We used the SPEC CPU2006 [21]] C and C++ benchmark
suite to explore the effectiveness of ICPP. We were un-
able to get 4 of the 19 benchmarks working with our ap-
proach. xalancbmk, gcc, and gombk have too many paths
for us to process with our current implementation of ARR
disambiguation. Benchmark omnetpp uses set jmp and
longjmp for co-routines that our instrumentation is not
able to handle. We also had to manually add instrumentation
to two methods in povray due to a bug in icc that causes
exits from those methods to not be properly instrumented.
Table 2| presents the benchmarks used in our study and the
total number of unique call paths for both the train and
ref inputs. The number of paths varies greatly depending



upon the benchmark and input (e.g. perlbench has almost
35% more paths in ref thanin train).

8.3 Implementation of ICPP

For these experiments we use the dynamic call path con-
struction discussed in Section We disambiguate the bi-
naries using Active Record Resizing (cf. Section[5.1)) and the
global optimization search described in Section We
capture the calling context using a hardware performance
monitor (cf. Section[6.3)) and discuss producing paths from
an eagerly constructed pathmap as outlined in Section [7]

8.4 Metrics

To evaluate our approach, we categorize call paths as either
precise or ambiguous. We evaluate two usage scenarios of
ICPP. In the first scenario, we use the same input to profile
and then evaluate. In the second scenario, we profile with
one set of inputs and evaluate on a new set.

e In the first scenario, there were two possible outcomes
for a given call path: (i) if there are no other paths with
the same CID, we call the path “precise”; and (ii) if there
are any additional paths with the same CID, we call the
path “ambiguous”.

In the second scenario we collect CIDs on the profile input
and then categorize call paths on the evaluation input.
In addition to “precise” and “ambiguous” there are two
additional categorizations for an evaluation call path: (i)
if there are some paths in the profile run with the same
CID as the evaluation path, but the evaluation path is not
among them, we call the path “incorrect”; and (ii) if there
are no paths in the profile run with the same CID as the
evaluation path, we call the path “missing”.

We also classify paths by the total number of call paths
that share their CID. We call this number a path’s “degree of
ambiguity.” Under this classification, a path with degree of
ambiguity 1 is precise, a path with degrees of ambiguity 2
shares its CID with exactly one other path, and so on.

Note that our definition of a call path—functions that are
active on the call stack—does not consider the particular
call sites within a function. This definition is the same as
some prior work (e.g. gprof[13], Spivey[19] and Zhuang
et al[25]). If a particular client needs to disambiguate call
paths based upon the specific call sites of a function, Sec-
tion 3] lists three techniques that accomplish this goal (Call-
site wrapping, Function cloning and Selective edge instru-
mentation).

9. Results

Inferred call path profiling is useful in both an offfine as well
as online scenario.

In offline scenarios, we are often running in a controlled
environment where we know all the inputs to the program
and can run the program multiple times to obtain the infor-

[ Suite | Benchmark [[ Profile | Lookup [ Disambiguation |
namd 1.2x 269 cycles 1.2(sec)
dealll 9.1x 2395 cycles 384(sec)

C++ soplex 3.6x 497 cycles 16(sec)
povray 5.8x 721 cycles 960(sec)
astar 3.4x 331 cycles 2(sec)
perlbench 2.9x 1002 cycles 196(sec)
bzip2 1.4x 320 cycles < 1(sec)
mcf 1.6x 208 cycles < 1(sec)
milc 1.4x 282 cycles < 1(sec)

C hmmer 1.0x 230 cycles 3.1(sec)
sjeng 2.0x 625 cycles 5(sec)
libquantum 1.1x 270 cycles 2(sec)
h264ref 2.1x 342 cycles 31(sec)
Ibm 1.1x 163 cycles < 1(sec)
sphinx3 1.3x 344 cycles < 1(sec)

Table 3. The cost of ICPP outside program execution.

mation we need. ICPP is invaluable in this case because it
enables us to collect context identifiers simultaneously with
other data without worrying about perturbing those measure-
ments. Moreover, since we are able to run the program mul-
tiple times, we can perform an instrumented run (cf. Sec-
tion[4.2)) using the same inputs as the data collection runs in
order to translate the context identifiers to full call paths.

In online scenarios, we do not have the luxury of rerun-
ning the program or knowing all the inputs to the program
before it runs. ICPP profiling is useful in this setting since
context identifiers induce minimal overhead on the running
program yet the information is rich enough that if we need
the full call path, we can look it up in the path map.

We now evaluate ICPP with respect to the online and
offline scenarios.

9.1 Costof ICPP
Broadly speaking ICPP has two kinds of costs.

¢ Profile costs: The cost associated with an offline profile
run that gathers data necessary for disambiguation. This
is a three phase process each with associated costs: (i)
the data collection cost that collects the CID to call path
mapping (Section[4.2), (ii) the cost of disambiguation of
the binary (Section[5.1) and (iii) the cost associated with
looking up the CID in the call path map (Section [7).

e Measurement costs: The runtime overhead of running
a disambiguated binary (both space overhead and time
overhead) while at the same time using the hardware per-
formance monitors to sample the CID at regular intervals

(Section[6.3).

This section reports on all of these costs.

9.1.1 Cost of 1ICPP: Profile costs

Table [3] details the offline costs of ICPP. In this section We
discuss each of these costs in turn.

Cost of offline profiling In order to build the CID to call
path mapping, we employ a profile run that maps the CID at
each function entry to the current call path (See Section[4.2]
for exact details of our approach). In column “Profile” of



Table 3| we show the overhead of our instrumentation on the
train inputs. We display overhead as the ratio of the run-
time of a program before instrumentation over the runtime
of the program with instrumentation. The geometric mean
overhead for all of the benchmarks is 2.9x. For some of
the programs, the overhead is large (i.e. 14 times slower for
dealll). We should note that (i) this process is offline and is
done once per input for each program and (ii) our instrumen-
tation can be improved upon to reduce the overhead.

Cost of lookup in context-path map Once we have the
path map there is an associated cost of looking up any par-
ticular CID in the map. The size of the path maps varies with
the benchmarks in our study and thus so too does the cost.
In order to investigate the expense of looking up a CID in
the path map we wrote a simple tool that loads each of the
path-maps into a balanced red-black tree. We selected a large
number of random CID values and recorded the average time
amount of time it took to look up a particular CID in the
map. The “Lookup” column of Table [3] details the average
number of microprocessor cycles to perform this lookup for
each benchmark. The benchmark dealll has the largest num-
ber of paths (see Table 2] for full list) and so it makes sense
that it too has the longest lookup times (our red-black tree
has O(log N) complexity where N is the total number of
entries in the map).

Cost of disambiguation The “Disambiguation” column of
Table (3| shows the offline runtime cost of disambiguation
using our ARR method described in Section For 12 of
the 14 benchmarks the amount of time to disambiguate each
benchmark so that either 97% of the call paths uniquely map
to a single CID, or the disambiguation process cannot make
forward progress, is less than 1 minute. The two that take
longer than 1 minute, dealll and perlbench, take on the order
of 6 and 3 minutes, respectively. The reason for this increase
in running time is due to the fact that these two benchmarks
have the largest number of call paths. We should note that
this overhead, however, is a one time cost that could be done,
for instance, at the time of the program’s installation.

9.1.2 Cost of ICPP: Measurement costs

In this section we measure the cost (both in overhead and
space) of running a disambiguated binary while at the same
time using the hardware performance monitors to sample the
CID every one million cycles (see Section[8]for more details).

Our prior work [16] shows that many aspects of the ex-
perimental setup can bias experiments. Concretely, this bias
may make our runs look slower or faster compared to a run
of the program that does not collect C1Ds. To avoid such bias,
we ran each experiment (with and without the CID collec-
tion) in 32 different experimental setups to obtain a distribu-
tion of run times and used t-test to determine if there was a
statistically significant difference between the two distribu-
tions. We generated the 32 experimental setups by randomly
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Figure 6. Performance impact of recording CID for C++
and C programs.

changing environment variables and using randomly gener-
ated link orders, both of which introduce bias.

Runtime Overhead Figurel6lplots the data for the C++ (a)
and C (b) benchmarks. Each violin summarizes the execu-
tion times of the runs with (“original”’) and without (“collect
CID”) collecting the CID. To enable us to present data for
multiple benchmarks on the same violin, we normalized the
data to the median of the “original” runs. The white dot in
each violin gives the median point and the thick line through
the white dot gives the inter-quartile range. The height of
the violin gives the range in execution times we observed
as a result of changing the experimental setup. The width of
the violin gives the distribution of the execution times. The
numbers above the x-axis give the mean overhead of “collect
CID” as a percentage. NC says that there is no statistically
significant slow down (as determined by the t-test). From
this data we see that collecting CIDs incurs an insignificant
slow down (median of O across all benchmarks, geometric
mean of 0.17%); it is non-trivial only for perlbench at about
2.1%.

Space Overhead Active Record Resizing adds to the size
of the run-time stack because it disambiguates call paths by
increasing the size of function activation records. Table [4]



[ Suite | Benchmark [[ Increase in Maximum Stack Usage |

namd 1.00x
dealll 1.16x
C++ soplex 1.05x
povray 1.13x
astar 1.04x
perlbench 2.54x
bzip2 1.00x
mcf 1.00x
milc 1.02x
C hmmer 1.00x
sjeng 1.00x
libquantum 1.61x
h264ref 1.00x
Ibm 1.00x
sphinx3 1.00x
[ Geometric Mean | 1.13x |

Table 4. The increase in the maximum size of the run-time
stack when disambiguating with Active Record Resizing.

demonstrates that while many programs show little to no
increase in stack usage, others, such as perlbench, require
an increase of more than 2.5x. perlbench is extreme in this
case because it has many functions with identical activa-
tion record sizes called via function pointers from the same
callsites. ARR must therefore increase the activation record
sizes of these functions in order to distinguish call paths
containing them. When disambiguated functions are called
recursively, the stack increase can be very large. The aver-
age (geometric mean) stack usage increase across all bench-
marks, however, is only 1.13x. It is worth noting that (cf.
Section this moderate increase in stack usage has al-
most no performance impact.

Our current technique for ARR disambiguation balances
the time it takes to disambiguate call paths (cf. Section[9.1.1))
with the amount of runtime stack utilization. We found that
aggressively changing the activation record sizes of func-
tions in order to disambiguate call paths usually sped up the
time it takes to disambiguate a benchmark—however it does
so at the cost of runtime stack utilization. Ultimately, our ap-
proach was a balance between these two parameters (disam-
biguation speed and stack usage) and any further implemen-
tations of ARR disambiguation are free to choose differently.

9.2 Offline Scenario

In the offline scenario, we assume that we have all the inputs
available in advance and thus we can produce the CID to
call path mapping by running the program and observing
its behavior (e.g. as in Section [10| where we might want to
understand which call paths have the highest L1 data cache
miss rate).

In Section [8.4] we discuss the metrics used in this study.
To remind the reader, we briefly reiterate them here. We col-
lected all call paths that we encountered during our program
run. There are two possible categorizations for a given call
path: (i) there are no other paths with the same CID (“pre-
cise”); and (ii) there are additional paths with the same CID
(“ambiguous”). Even in the “ambiguous” case, the CID still
maps to the correct call path but it maps to additional call

paths also. This occurs when there is more than one sequence
of calls that leads to a procedure and the different sequences
yield exactly the same stack depth. We call the total number
of paths that share a path’s CID its “degree of ambiguity”. A
path with degree of ambiguity 1 is precise, a path with de-
grees of ambiguity 2 shares its CID with exactly one other
path, and so on.

We can get ambiguity even after adjusting the sizes of the
activation records due to two reasons. First, our algorithm
for adjusting activation record sizes is greedy and gives up
after a fixed number of iterations, so it may not eliminate all
ambiguity. This problem can be reduced by using a smarter
algorithm (though we believe, but have not proved, that opti-
mally adjusting activation record sizes is NP-Hard). Second,
our ambiguity algorithm does not help the situation when
two call paths to a procedure contain exactly the same proce-
dures but in a different order. This problem cannot be fixed
by adjusting activation record sizes; Section describes
mechanisms that can eliminate this problem. On manually
inspecting the output of our system we found that the sec-
ond reason was the most prominent one for ambiguity.

Figure (7| shows the results for the C++ and C bench-
marks. We get a precision of 0.80 for C++ programs (i.e.,
80% of the encountered call paths have a CID that maps only
to that path) and 0.95 for C programs. One of the C++ pro-
grams (povray) does suffer from significant ambiguity be-
cause many of its call paths contain the exact same functions,
but in a different order. Still, our approach yields precise call
paths with minimal run-time overhead for the vast majority
of the cases.

Figure 8 sheds more light into the cases that are ambigu-
ous. It has one line for each benchmark. A point (x,y) says
that the probability that the degree of ambiguity of a call path
is less than x (that is, that the call path’s CID maps to x or
fewer call paths) is y. We see that for the C programs, the am-
biguity is not serious: even when we have some ambiguity,
it is typically no worse than 2. Even for povray most (95%)
of the time we get an ambiguity of 5 or less. Moreover, if we
consider the entire suite of benchmarks, on average 99% of
call paths have CIDs that map to 5 or fewer call paths. This
is a particularly useful statistic if a client of ICPP is tolerant
to some amount of ambiguity.

To summarize, our approach produces precise call paths
for the offline scenario while incurring minimal overhead for
the running program.

9.3 Online Scenario

In the online scenario, we assume that we do not have have
all the inputs available for generating the CID to call path
mapping.

In Section we discuss the metrics used in this study.
To remind the reader, we briefly discuss them again here.
We ran on a profile input (SPEC train) and constructed a
mapping from CIDs to call paths. We then collected all call
paths from an evaluation input (SPEC ref) and categorized
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Figure 7. Precision of path profiles for C++ and C bench-
marks (offline scenario).

these paths. In addition to the “precise” and “ambiguous”
outcomes, there are two additional outcomes in the online
scenario: (i) there are some paths in the profile run with the
same CID as the evaluation path, but the evaluation path is
not among them (“incorrect”); and (ii) there are no paths
in the profile run with the same CID as the evaluation path
(“missing”).

Figure [9] shows the results for the C++ and C bench-
marks. We see that when a call path from the evaluation run
is present in the profile run, we are more often than not pre-
cise (75% of the time for C++ programs and 73% of the time
for C programs). However, we are unable to map the CID for
an evaluation path to any profile path 7% of the time for
C++ programs and 20% of the time for C programs. These
missing paths indicates that our profile run did not exercise
the full range of behavior we saw in the evaluation runs. To
alleviate this problem, we could either use more inputs for
training runs or use a call graph analysis to come up with the
mapping.

Figure [10] is similar to Figure [8] and sheds more light
into the ambiguous cases. Unlike Figure [8] the curves in
this graph may not go up to 1.0 because of the missing and
incorrect cases. As with Figure [8] we see that the curves

Figure 8. Degree of ambiguity (offline scenario).

typically reach their asymptote early; in other words, even
when our approach produces ambiguous results, the amount
of ambiguity is small—on average 94% of call paths that are
not missing or incorrect have CIDs that map to 5 or fewer
call paths.

To summarize, while our results are slightly inferior for
the online case than the offline case, they are still good:
when our system produces call paths, they are correct more
than 74.5% of the time. Our system rarely produces incorrect
results (4% of the time for C++ programs and 3% of the time
for C programs).

9.4 Benefit of activation record resizing

So far, all of our results use activation record resizing (Sec-
tion[3.1)). Figures[I1land[12lgive data similar to Figure[7land
[9] but without activation record resizing. Comparing these
graphs, it is clear that activation record resizing greatly in-
creases the number of times we provide a precise path. For
our offline scenario, activation record resizing increases our
precision from 67% to 80% for C++ programs and from 85%
to 95% for C programs. In our online scenario, activation
record resizing increases our precision from 60% to 72% for
C++ programs and from 67% to 75% for C programs.
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Figure 9. Precision of path profiles for C++ and C bench-
marks (online scenario).

10. Usage Scenarios

In the prior section we evaluated both the cost and efficacy of
Inferred Call Path Profiling in an offline and online scenario.
Now we give some insight into how clients of ICPP could
use our technique in their own environments.

Hardware-centric call path performance analysis: One
compelling use of ICPP is attributing certain hardware events
(i.e. L1 data-cache misses, or branch-mispredicts) to the
call paths that give rise to the majority of those events.
Traditional call path profiling techniques are suspect in this
situation because they either add extensive instrumentation
(e.g. gprof) or walk the stack (e.g. Apple’s shark)—both
of which interfere with the hardware structures (e.g. L1 data-
cache) we wish to measure. By splitting our measurement
task into two runs, one in which we collect the path-map
and then one that collects the CID in hardware performance
monitors, we reduce any perturbation in our measurements
due to instrumentation.

Debugging support: 1If the language semantics permit it,
a language runtime could use ICPP to determine the call
stack when any kind of exception is thrown (e.g. divide by
zero, segfault, etc.). If the call path mappings are stored in a

Figure 10. Degree of ambiguity (online scenario).

cold area of the binary, the language runtime could simply
lookup the set of call paths that map to the current CID
when an exception is caught. Because an exception denotes
anomalous behavior, a bit of ambiguity in the call paths
provided to a user is not that much of an issue. Just giving the
user a possible set of call paths can greatly aid in their search
for a bug. Moreover, because ICPP does not walk the runtime
stack aggressive optimizations do not affect its correctness.

Analysis for compilation in a VM: Modern JIT compil-
ers, such as Sun’s Hotspot JIT, use a sampling profiler to
guide their decisions about which hot methods to optimize.
Because these profilers only sample the current executing
function, the granularity of their compilation is limited to
the method.

If a particular JIT used 1CPP for profiling it would have an
understanding not just of the hot methods, but also the hot
paths—all with negligible amounts of extra instrumentation.
This would allow the JIT compiler to increase its granularity
of compilation from the method to the call path. Because it
is safe to compile multiple paths, this application of ICPP
would be tolerant of some amount of ambiguity.

Anomalous Behavior Detection: Bond and McKinley
propose using probabilistic calling context identifiers to de-
tect anomalous (and therefore possibly insecure) call paths
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Figure 11. Precision of path profiles for C and C++ bench-
marks (offline without activation record sizing).

in running programs. Our CID could be used for this purpose
as well. This usage would be tolerant of some amount of
ambiguity because it does not require actually enumerating
the possible call paths for a context; it is enough to identify
them.

10.1 Summary

In this section we have described several possible uses of
ICPP, in both online and offline scenarios.

11. Related Work

Prior work in producing either calling context or call path
profiles all effectively use an active approach to their mea-
surement; they all add either static instructions (e.g. gprof
adds instructions to capture caller/callee relationships ])
or dynamic instructions (e.g. shark which adds dynamic
instructions at runtime in order to walk the call stack [@]).
In contrast to all of these approaches and the ones we dis-
cuss in turn, our approach does add any instructions to cap-
ture calling context (either static or dynamic). Our inference
based approach allows us, for instance, to use the precise
event based sampling mechanism of modern hardware per-
formance monitors to capture a flat profile of the CIDs, which

Figure 12. Precision of path profiles for C and C++ bench-
marks (online without activation record sizing).

we can then use to emulate the output of prior work (e.g. a
set of hot call paths a la shark).

There is an abundance on prior work that either intro-
duces novel techniques for collecting calling context or di-
rectly using calling context (e.g. in optimizations). In the
paragraphs that follow we review some of that work.

Exhaustive Instrumentation  One of the most popular call-
ing context profilers is the gprof tool, which builds caller/-
callee relationships by instrumentation the epilogue of all
functions in a program ]. These caller/callee pairs are
then aggregated—with some loss of precision—into a dy-
namic call graph for digestion by a user. This work was later
extended to more precisely handle programs with mutual re-
cursion and dynamic method binding by Spivey ]. This
type of tool is arguably one of the more useful instruments
that a programmer has at her disposal. Inferred Call Path
Profiling can provide the same functionality without any of
the online instrumentation cost.

Ball and Larus illustrate how to add instrumentation opti-
mally to edges in an intra procedural control-flow graph [5].
Unfortunately this amount of overhead (16% on SPEC95)
is large enough to obsfucate certain types of program un-
derstanding (e.g. which paths have the largest number of L1



data cache misses) and our focus is on inter procedural call
paths.

Selective Instrumentation Obtaining accurate call path
profiles usually requires high overhead due to the significant
amount of instrumentation. Usually, however, programmers
only care about hot call paths and can disregard any others.
This insight is the basis for most prior work that does selec-
tive instrumentation via sampling, bursting or some combi-
nation thereof (e.g. [6,[25,[23, 4, 14]).

Bernat and Miller had the insight that a programmer usu-
ally only cares about the behavior of a few functions out of
the many in an application [6]. Their insight allows a pro-
grammer to selectively instrument functions—thus allowing
the user to balance instrumentation overhead with accuracy
of results.

Zhuang et al introduce an adaptive approach to sampling
hot call paths. They walk the runtime call stack and are smart
about how far up they walk—i.e. stopping the stack walk
when they have hit a part of the calling context tree that they
already have sampled [25]. Their overhead is some of the
lowest in call path profiling (20% for Java programs).

Stack Walking Walking the runtime call stack is one
way to capture calling context—however doing so at ev-
ery entry to a function boundary is overly obtrusive. Thus,
most approaches to stack walking are based upon sampling
(e.g. [8,112,[15]). Froyd et al sample the call stack to produce
call paths at an overhead of 7% for the SPEC2000 bench-
marks [12]. Likewise, the Shark performance tool provides
sampled stack walking to identify hot call paths [8]. Our In-
ferred Call Path Profiling approach could be used as stand-in
replacements for both of these approaches.

Uses of Calling Context There are many uses of calling
context and call path profiles in prior work (e.g. debugging
via stack traces or using call paths to aid in optimization
decisions). For instance, Hazelwood and Grove use calling
context to aid inlining decisions [14]—as do Arnold and
Grove [3]. Likewise, Pettis and Hansen use context to help
with code positioning [18]. An interesting area of future
work would be using these techniques with ICPP as a gen-
erator of calling context.

Probabilistic Calling Context Our work is most closely
related to the work of Bond and McKinley’s Probabilistic
Calling Context [7]. Their approach instruments function
epilogues and keeps a hashed value that is built from the
prior functions on the call stack and the current executing
function. Much like our ICPP, this context information is
probabilistic and is likely to provide a unique identifier for
context. However, unlike our approach they do not keep
track of which call paths are on the current runtime stack.
Moreover their approach adds instrumentation to compute
the hash function at each function entry. Probabilistic Call
Context is more likely to provide a unique calling context,
however without a significant amount of modification to

their technique it is unable map their context identifier to
call paths.

12. Conclusion

This paper introduces a novel approach for capturing calling
context and then building call path profiles, Inferred Call-
Path Profiling. The key insight behind our technique is that
readily available information during program execution—
the height of the call stack and the identity of the currently
executing function—can uniquely identify the sequence of
function calls that lead up to the currently executing func-
tion. We call the (stack height, current executing function)
pair the context identifier. For those instances where the con-
text identifier maps to multiple call paths, we show how to
affect the size of function activation records so as to increase
the likelihood that any particular context identifier maps to a
single call path.

We evaluate our approach on the SPEC CPU2006 C and
C++ benchmarks in two usage scenarios: offline and online.
In the offline scenario we know the inputs of the program
in advance so we can do a profiling run prior to the actual
run. In the online scenario, we do not know the inputs in ad-
vance. We show that our approach allows the context identi-
fier to uniquely identify 88% of call paths in the offline sce-
nario and 74% of call paths in the online scenario. Because
modern processors allow us to periodically sample both the
program counter and stack pointer—the constituents of our
context identifier—in hardware performance monitors, the
overhead of our approach is 0.17% (geometric mean across
all benchmarks) and at most 2.1%.
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